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Abstract—In Industrial Internet of Things (IIoT) environments,
trust management plays a vital role in securing systems, especially
when dealing with resource-constrained devices. Traditional trust
models often overlook the impact of fluctuating network quality,
leading to slower trust convergence and inaccurate assessments.
In this paper, we propose a dynamic trust management solution,
known as the Trust Convergence Acceleration (TCA) approach,
which integrates Machine Learning (ML) to accelerate trust
convergence under poor network conditions. Our model predicts
the number of time units needed for trust convergence based on
key network metrics and dynamically adapts transition probabil-
ities in the trust model to enhance convergence speed. Using a
simulation framework that incorporates realistic Wi-Fi channel
conditions based on the IEEE 802.11 standard, we demonstrate
the effectiveness of the TCA-based approach, achieving up to
a 28.6% reduction in trust convergence time under challenging
conditions. Furthermore, the proposed solution exhibits resilience
in scenarios involving malicious nodes, improving trust evaluation
accuracy. This work provides a scalable and adaptive trust
framework for IIoT systems in dynamic industrial environments,
ensuring robust performance under varying network conditions.

Index Terms—Internet of Things (IoT), Industrial IoT (IIoT)
Networks, Trust Management, Machine Learning (ML), Network
Quality.

I. INTRODUCTION

The rapid advancement of the Industrial Internet of Things
(IIoT) has transformed industrial sectors through Industry 4.0
[1], integrating cyber-physical systems, cloud computing, and
artificial intelligence into manufacturing processes to enhance
operational efficiency and decision-making capabilities [2].
This evolution, however, introduces significant security chal-
lenges as IIoT networks grow increasingly complex, partic-
ularly in resource-constrained environments where traditional
encryption-based security proves impractical [3]. The hetero-
geneous nature of these devices, with their limited compu-
tational and energy resources, has led to the emergence of
trust management systems as a viable alternative for securing
industrial operations. These systems [3] continuously monitor
device behavior, assigning and updating trust levels based on
interactions and performance [4], enabling effective detection
and isolation of potentially compromised devices.

Trust management approaches can be categorized into cen-
tralized, distributed, and hybrid models [2], [5], [6]. Centralized
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models provide global network visibility but face scalabil-
ity challenges. Distributed models offer improved scalabil-
ity but require significant energy consumption and time to
achieve trust convergence [7], which is problematic in resource-
constrained environments. Hybrid models, such as the H-IIoT
architecture [2], combine the strengths of both approaches by
organizing IIoT devices into industrial communities managed
by trusted leaders, balancing localized trust management with
a global perspective.

In operational IIoT environments, network quality is sub-
ject to continuous variations caused by electromagnetic in-
terference, device mobility, and network congestion. These
fluctuations significantly impact trust management systems, as
network metrics such as availability, throughput, and delay
influence the effectiveness of trust evaluations [8]. While
some researchers have employed recommendation filtering al-
gorithms to address varying contextual factors [9] or introduced
fixed probability models for network constraints [2], these
approaches often fail to capture the nuanced impact of dy-
namic network quality on trust evaluation. Consequently, trust
management systems lacking real-time adaptation risk delayed
detection of malicious activities and inaccurate assessments of
device trustworthiness.

To address these challenges, we propose the Trust Conver-
gence Acceleration (TCA), a novel trust management solution
designed to enhance trust metric convergence by predicting and
optimizing the trust evaluation process under varying network
conditions. Our TCA integrates the Random Forest algorithm,
which offers optimal performance with limited data, making
it particularly suitable for resource-constrained IIoT environ-
ments. Empirical evaluations confirm its superior performance
in terms of prediction accuracy and convergence speed. In-
tegrated within the H-IIoT architecture [2] and leveraging
Wi-Fi 6 (IEEE 802.11ax) technology [10], [11], our frame-
work provides an adaptive, scalable, and robust solution that
significantly improves performance under fluctuating network
conditions. Our work makes the following key contributions:
• Development of a trust management model that integrates

real-time network channel conditions into trust evalua-
tions, capturing the inherent variability of IIoT environ-
ments.

• Design and implementation of a Machine Learning (ML)
framework to accelerate trust convergence under varying



network conditions, ensuring rapid and reliable system
performance.

• Demonstration of enhanced robustness against malicious
nodes, showcasing the resilience of our approach against
adversarial behaviors.

The rest of this paper is organized as follows: Section II
introduces the system model and problem formulation. Sec-
tion III details our ML-enhanced trust management solution.
Section IV evaluates the performance of our approach. Finally,
Section V concludes and outlines future research directions.

II. SYSTEM MODEL AND PROBLEM FORMULATION

Our proposed trust management approach requires a for-
mal characterization of the IIoT environment to address the
challenges of dynamic industrial networks. We establish a
comprehensive framework encompassing network architecture,
trust formulation mechanisms, and an analysis of how varying
network quality influences trust convergence in operational
settings.

A. Network Architecture

Our system model builds upon an enhanced version of
the Hybrid Industrial Internet of Things (H-IIoT) architecture
[2], integrating Wi-Fi 6 technology to meet the demands of
modern industrial environments. The architecture organizes
IIoT devices into managed industrial communities, providing
a foundation for efficient trust management in large-scale
deployments.

Fig. 1: Network architecture.

The network consists of K Community Leaders (CLs) and
L Member Nodes (MNs), denoted by CLj |j ∈ {1, 2, . . . ,K}
and MNi|i ∈ {1, 2, . . . , L}, respectively. The main components
include:

1) IIoT Server: A cloud-based central authority that ag-
gregates global trust metrics and ensures consistent trust
evaluation across the network.

2) CLs: Wi-Fi 6 Access Points (APs) serving as trusted
supervisors for industrial communities, each managing a
Basic Service Set (BSS) of devices.

3) MNs: Various IIoT devices (sensors, robots, actuators,
PLCs, HMIs) organized into communities based on prox-
imity and operational roles.

4) Industrial Communities: Functional groupings of MNs
managed by a single CL, corresponding to a BSS in Wi-
Fi terminology, enabling localized trust management and
reduced communication overhead.

For simulation purposes, our environment comprises a total
of 200 nodes distributed across a 200 x 200 m² area repre-
senting an industrial facility. From these, 10 nodes function as
CLs, while the remaining 190 operate as MNs with varying
industrial roles. This scale was selected to reflect realistic
industrial deployments while remaining computationally fea-
sible for detailed network quality analysis. Fig. 1 provides a
simplified visualization of this architecture. The hierarchical
structure created by these components enables efficient trust
evaluation through a balance of localized management and
global coordination. CLs monitor their associated nodes while
communicating with the IIoT server to maintain network-wide
trust consistency, significantly reducing overhead in large-scale
deployments. Our implementation leverages IEEE 802.11 stan-
dards due to their widespread adoption in industrial settings,
technical maturity, and robust performance in challenging elec-
tromagnetic environments. Specifically, we selected Wi-Fi 6 for
its advanced capabilities that address critical IIoT requirements
[10]. These include Orthogonal Frequency Division Multiple
Access (OFDMA) for improved multi-device communication,
Multi-User Multiple Input Multiple Output (MU-MIMO) for
enhanced throughput, BSS coloring to reduce interference
in dense deployments, and Target Wake Time (TWT) for
energy efficiency. While our current implementation utilizes
Wi-Fi 6, the framework’s modular design ensures compatibility
with emerging wireless technologies. Note that the centralized
server, while enabling global coordination, represents a po-
tential single point of failure that can be mitigated through
redundancy or edge-based failover in critical deployments.

B. Trust Model Formulation

The trust model, Tm-IIoT, evaluates the trustworthiness of
IIoT devices based on their behavior and interactions within
the network [2]. Each node i is assigned a trust metric Tmi,
continuously updated based on these performance metrics:

1) Cooperation Rate (CMNi ): Reflects the node’s willing-
ness to cooperate in network activities (e.g., forwarding
messages):

CMNi =

∑NF
i=1 Cmi

NF
, (1)

where NF is the total number of messages transmitted
to the node, and Cmi is 1 if message mi is forwarded
correctly, 0 otherwise.

2) Direct Honesty (DMNi ): Assesses how well the node’s
activities align with its expected operational behavior, as
defined in its device configuration profile:

DMNi
=

|A(MNi) ∩AF (MNi)|
|A(MNi) ∪AF (MNi)|

, (2)

where A(MNi) is the set of activities the node should
perform according to its operational role, and AF (MNi)
is the set of activities actually performed.



3) Indirect Honesty (IMNi
): Reflects the node’s reputation

within its community, based on feedback from other
nodes:

IMNi
=

∑N
MN ′

i=1 RMN ′
i ,MNi

N
, (3)

where RMN ′
i ,MNi

is the reputation given by node MN ′i
to node MNi, and N is the total number of MNs.
This peer-evaluation mechanism helps identify malicious
nodes that might appear legitimate in direct evaluations.

The model employs a finite-state discrete-time Markov chain
with (E + 1) states to represent trust evolution, where E is
set to 10 in our implementation. Each state corresponds to a
discrete trust value between 0 (completely untrusted) and 1
(fully trusted), with uniform increments of ϕ = 0.1.

While continuous trust models offer more granularity, we
adopt a discrete approach for three key reasons: (1) compu-
tational efficiency in resource-constrained environments, (2)
increased robustness against small fluctuations in trust metrics,
and (3) simplified decision-making for trust-based actions. The
choice of E=10 states balances granularity with stability:
coarser (E=5) and finer (E=20) discretizations in our tests
preserved qualitative outcomes while E=10 minimized oscil-
lations.

The transition matrix P of the Markov chain is defined as:

P = (Pi,j(t))0≤i,j≤E , (4)

where Pi,j(t) represents the probability of transitioning from
state i to state j at time t, expressed as:

Pi,j(t) = Pr(Yt = j|Yt−1 = i), (5)

where Yt is the random variable representing the trust metric
Tm of an IIoT device at time t. The probability of being in
state i at time t, given an initial state Y0 = 1, is:

pi(t) =
∑

z∈[1...E]

P1,z(tz) · Pz,i(t). (6)

At each time step, the trust calculation allows for five pos-
sible transitions based on the performance metrics: increasing,
decreasing, remaining in the same state, reaching the maximum
trust state (E), or falling to the untrusted state (0). This
mechanism ensures adaptive trust assessment, enabling the
model to respond to changes in node behavior over time.

C. Network Condition Modeling and Tm Convergence Anal-
ysis

The assessment of trust in Wi-Fi 6 environments necessitates
consideration of Quality of Service (QoS) parameters identi-
fied in [12] as significant for network performance and trust
evaluation. These parameters include: Signal-to-Noise Ratio
(SNR), Packet Loss probability (PL), Jitter (J), Latency (L),
Throughput (T), and Signal-to-Interference-plus-Noise Ratio
(SINR). Each parameter directly influences data transmission
reliability, which subsequently affects trust evaluation accuracy.
Our investigation leverages MATLAB’s WLAN and Communi-
cations Toolboxes for creating this high-fidelity simulation en-
vironment, selected for their accurate implementation of IEEE

802.11ax specifications. This framework incorporates detailed
physical layer characteristics, including OFDMA resource al-
location and MU-MIMO transmission schemes, ensuring that
network behavior faithfully represents operational conditions
in industrial settings.

We conducted simulations analyzing three distinct network
condition scenarios (Good, Medium, and Poor) derived from
IEEE 802.11ax standard specifications and observed perfor-
mance characteristics in industrial Wi-Fi 6 deployments. Table
I summarizes these parameter ranges, which represent realistic
operational conditions in industrial environments based on field
measurements and standard performance metrics for Wi-Fi 6
networks.
TABLE I: Network condition scenarios with parameter ranges.

Parameter Scenario 1 Scenario 2 Scenario 3
Good Medium Poor

SNR (dB) 30–41 20–29 10–19
Packet Loss Probability (%) 0–1 1–4 4–8

Jitter (ms) 0–2 2–10 10–30
Latency (ms) 1–5 5–20 20–50

Throughput (% of max) 80–100 50–80 <50
SINR (dB) >25 15–25 <15

Our simulation methodology for trust convergence analysis
comprised the following key steps:

1) Baseline Establishment: We first conducted baseline
simulations under ideal network conditions to determine
the stable trust value for each node in the network,
representing its ”ground truth” trustworthiness.

2) Trust Perturbation: We then artificially set the trust
values of selected nodes to 0.5, deliberately deviating
from their established ground truth values.

3) Convergence Monitoring: Under each network condi-
tion scenario, we measured the number of time units
required for the perturbed trust values to recover and
stabilize at their ground truth values.

Fig. 2 illustrates trust evolution across the three scenarios,
revealing a clear correlation between network quality and trust
stabilization time. Under Good conditions, trust recovers from
perturbation (Tm=0.5) to ground truth (Tm=0.75) in only 4
time units, compared to 8 units in Medium conditions and 12 in
Poor conditions. When trust converges under Good conditions,
under Poor conditions it has only reached approximately 0.58,
creating periods of uncertainty about node trustworthiness
that compromise security. These findings underscore the need
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Fig. 2: Tm convergence over time under varying network
conditions.



for an adaptive trust management approach that adapts to
network conditions to achieve faster trust convergence without
compromising evaluation accuracy.

III. PROPOSED TCA-BASED TRUST MANAGEMENT

We introduce a novel approach that integrates ML with exist-
ing trust management frameworks to address the challenges of
trust convergence under varying network conditions. Our TCA
solution predicts and mitigates the impact of network condi-
tions on trust convergence. This section details our architecture,
methodology, and implementation.

A. Solution Architecture

Our solution enhances trust management adaptability
through the TCA module, which optimizes trust metric conver-
gence through network condition quantification, ML prediction,
and dynamic trust adjustment. Fig. 3 illustrates our approach.

Trust Evaluation

Trust Convergence Acceleration (TCA)

Random Forest Classifier

Predict Tm Convergence Time

Adjust Transition probabilities

Calculate Boosting Factors

WI-Fi 6 Features

OFDMA BSS Coloring1024-QAM

Wireless Network Constrains

SNR Packet Loss Latency Jitter

netC
Cooperation Rate Direct Honesty Indirect Honesty

Community Leader 3
Community Leader 2

Community Leader 1
Community Leader j

Member Node 4

Member Node 3

Member Node 2

Member Node 1

MU-MIMO

Throughput

Trust Performance
Metrics

Text

Improve
convergence time

Member Node i

TWT

SINR

Member Node 5

IIoT Server

Provide Data

Trust Metric Tm Final Trust Score

Trust Management Module

Monitor

Fig. 3: Architecture of our TCA solution.
The TCA operates as an enhancement layer that integrates

with existing trust frameworks, with three key components:
1) Network Condition Quantification: A comprehensive

network condition parameter (netC) aggregates multi-
ple quality indicators, providing real-time assessment of
network health.

2) ML Prediction: A pre-trained Random Forest model
predicts convergence time under specific network con-
ditions, enabling proactive trust adjustments.

3) Dynamic Trust Adjustment: Based on predictions, the
system adaptively modifies trust evaluation parameters to
accelerate convergence while maintaining accuracy.

Importantly, the TCA operates predominantly offline, using
pre-trained models to make predictions. This design minimizes
computational overhead during operation, making it suitable for
resource-constrained IIoT environments.
B. Network Condition Parameter (netC)

The netC parameter provides a unified representation of
network quality, calculated as a weighted sum of normalized
network metrics:
netC = α · SNRnorm + β · (1− PLnorm) + γ · (1− Jnorm)

+δ · (1− Lnorm) + τ · Tnorm + σ · SINRnorm,
(7)

where the normalized metrics represent key QoS param-
eters, and the weights (α, β, γ, δ, τ, σ) reflect their relative

importance. For this implementation, we assign equal weights
(1/6 each) to avoid bias toward any single QoS metric
without deployment-specific empirical evidence. This baseline
approach demonstrated robust performance across all tested
industrial scenarios. For metrics where lower values indicate
better performance (PL, J, L), we use their complements to
maintain consistent polarity in the calculation.

C. Dataset Generation and Preprocessing

Building upon the simulation environment introduced in Sec-
tion II-C, we utilized MATLAB’s WLAN and Communications
Toolboxes to generate a comprehensive dataset for ML model
training and evaluation. This integration ensured consistency
between our network condition modeling and the subsequent
ML-based trust acceleration framework, maintaining realistic
IEEE 802.11ax channel characteristics throughout both anal-
ysis phases. The dataset development process involved the
following steps:

1) Node Selection: MNs were randomly selected from each
industrial community within the simulated environment.

2) Network Condition Simulation: Each selected node
was subjected to varying network conditions, categorized
as Good, Medium, and Poor, based on the parameter
ranges defined in Table I.

3) Trust Metric and netC Calculation: For each node and
network condition, we calculated the trust performance
metrics and the network condition parameter.

4) Trust Convergence Simulation: We simulated the trust
convergence process for each node under the given
network conditions, recording the time units required for
the Tm to converge.

5) Data Sample Recording: Each simulation run generated
a data sample comprising the features X = [netC,
CMNi

, DMNi
, IMNi

, SNR, PL, J, L, T, SINR] and the
corresponding output Y (convergence time), as illustrated
in Fig. 4.

Get Tm Convergence
Time

Item

Trust
Management

Model
Assets

Sample netC CMNi DMNi IMNi SNR PL J L T SINR

1 ... ... ... ... ... ... ... ... ... ...
... ... ... ... ... ... ... ... ... ...
... ... ... ... ... ... ... ... ... ...

Tm Convergence
 Time

Scenario 1 Scenario 2 Scenario 3

X Y

1
:
n

...

...

...

Fig. 4: Dataset input and output structure.
The initial dataset comprised approximately 35,000 samples

with a wide range of convergence times. To facilitate effective
model training and address the inherent variability in trust
convergence times, we organized the convergence times into
six distinct classes:
• Class 1 (Very Fast Convergence): Y = 4
• Class 2 (Fast Convergence): Y = 5-6
• Class 3 (Moderate Convergence): Y = 7-9
• Class 4 (Slow Convergence): Y = 10-12
• Class 5 (Very Slow Convergence): Y = 13-15
• Class 6 (Extremely Slow Convergence): Y ≥ 16
We then employed random under-sampling to balance the

dataset, resulting in 1,000 samples per class and a total of 6,000



samples. This balanced dataset provides a robust foundation for
training and evaluating our ML model.

D. Trust Convergence Acceleration (TCA)

The TCA leverages ML to predict the convergence time
of trust metrics based on network conditions and trust pa-
rameters. We evaluated several ML models, including Ran-
dom Forest [13], XGBoost [14], Support Vector Machine
(SVM) [15], and Logistic Regression [16]. We opted against
deep learning models for several reasons specific to IIoT:
their substantial computational demands render them imprac-
tical for resource-constrained devices; neural networks require
significantly larger training datasets than were feasible in
our context; deployment across distributed IIoT environments
would introduce considerable complexity without commensu-
rate improvements for this prediction task; and traditional ML
approaches offer superior interpretability, a crucial factor in
security-critical applications. The dataset was split into 70%
for training, 15% for validation, and 15% for testing. Model
performance was evaluated using Accuracy, Precision, Recall,
and F1-score [17], as shown in Table II.

TABLE II: Comparison of ML models.

Model Accuracy Precision Recall F1-Score
Random Forest 92.66% 92.72% 92.73% 92.63%

XGBoost 91.50% 91.65% 91.58% 91.55%
SVM 89.12% 89.35% 89.20% 89.18%

Logistic Regression 85.45% 85.60% 85.52% 85.48%

Based on these results, the Random Forest classifier was
selected for the TCA implementation due to its superior perfor-
mance across all metrics. The Random Forest model achieved
the highest accuracy (92.66%) and F1-score (92.63%), demon-
strating its strong capability in accurately predicting trust
convergence time ranges under varying network conditions.
Additionally, Random Forest’s ensemble approach provides
robustness to noise in feature data. The model’s inference
complexity of O(T · dmax) (trees × depth) enables real-time
evaluation on CLs with negligible overhead.

E. Dynamic Trust Evaluation Adjustment

To enhance adaptability to varying network conditions, we
introduce a boosting factor (bf ) that dynamically adjusts trust
convergence based on predicted convergence time and current
network quality. The boosting factor is computed as:

bf = 1 + (1− netC) · λ · min
( pc

maxT
, 1
)
, (8)

where pc is the predicted class from the ML model, maxT
is the maximum convergence time units (for normalization),
and λ is a scaling factor (empirically set to 0.2 for optimal
convergence-stability balance). When network conditions are
good (netC ≥ 0.8), no boosting is applied (bf = 1).

Algorithm 1 outlines the boosting factor calculation pro-
cess, which is then used to adjust transition probabilities in
the Markov chain trust model, effectively accelerating trust
convergence under poor network conditions while maintaining
evaluation accuracy. This approach allows our system to

Algorithm 1: Boosting Factor Calculation
Input: netC, pc, maxT
Output: bf
classRanges← [4, 6, 9, 12, 15,maxT ] // Class 1 to 6 upper
bounds;

pc← classRanges[pc] // Select upper bound of predicted
class range;

if netC ≥ 0.8 then
bf ← 1 // No boosting for good network conditions;

else
baseFactor ← 1 + (1− netC) · λ // For λ = 0.2, the
maximum boosting factor is 1.2;

classFactor ← min
( pc
maxT , 1

)
// Normalize predicted

class range using upper bound;
bf ← 1 + (baseFactor − 1) · classFactor // Adjust bf;

return bf ;

distinguish between poor network conditions and malicious
behavior by adjusting trust evaluation parameters based specif-
ically on network metrics. Since trust calculations incorporate
both performance metrics (cooperation, honesty) and network
conditions, the system can identify when poor performance is
likely due to network issues rather than malicious intent.

F. Performance Evaluation

We conducted comprehensive simulations comparing our
TCA-based approach with the original Tm-IIoT model across
varying network conditions and in the presence of malicious
nodes. The results are presented in Fig. 5. Fig. 5a illustrates
trust convergence for a monitored node, comparing TCA
with the original Tm-IIoT under different network conditions.
In Scenario 1 (Good network conditions), both approaches
converge rapidly in approximately 4 time units, as optimal
conditions facilitate efficient trust evaluation. However, TCA’s
advantages become evident in challenging environments. In
Scenario 2 (Medium conditions), TCA achieves convergence
in about 6 time units versus 7 for Tm-IIoT, yielding a
14.3% reduction in convergence time. The improvement is
most pronounced in Scenario 3 (Poor conditions), where TCA
converges significantly faster, requiring approximately 10 time
units compared to 14 for Tm-IIoT. This represents a substantial
28.6% reduction in convergence time, demonstrating TCA’s
effectiveness in accelerating trust stabilization, particularly
when network quality degrades.

To evaluate robustness against malicious behavior, we ana-
lyzed performance during bad-mouthing attacks [18], where
attackers provide false negative feedback to unfairly lower
legitimate nodes’ trust scores. Fig. 5b presents comparative
results under poor network conditions with malicious node per-
centages (Pm) ranging from 20% to 50%. While convergence
time increases for both models as attack intensity rises, TCA
consistently demonstrates superior performance over Tm-IIoT
in terms of convergence speed. At Pm=20% , TCA converges
significantly faster, requiring only 9 time units compared to
13 for Tm-IIoT, which represents a 30.77% reduction. This
advantage persists as the percentage of malicious nodes in-
creases: at Pm=30% , TCA converges in 10 time units versus
13 for Tm-IIoT (a 23.08% improvement), and at Pm=40%
, it takes 11 time units for TCA compared to 14 for Tm-
IIoT (a 21.43% reduction). Even under high attack intensity
of Pm=50% , TCA maintains a clear edge, converging in 12
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Fig. 5: Performance comparison of the TCA-based trust model.

time units while Tm-IIoT requires approximately 14.5 time
units, achieving a 17.24% faster convergence. Furthermore,
Fig. 5b confirms the robustness of our approach; while both
models eventually converge near the ground truth (0.75), TCA
reaches this level significantly faster, demonstrating that the
acceleration mechanism does not negatively impact final trust
evaluation accuracy, even under coordinated attack scenarios.

Finally, we evaluated scalability by analyzing the average
convergence time with increasing network sizes (from 50 to
250 nodes) under poor network conditions, as depicted in
Fig. 5c. The results clearly demonstrate that TCA consistently
exhibits lower average convergence times across all tested
network scales. For a smaller network of 50 nodes, TCA
converges in approximately 4 time units compared to 6 for Tm-
IIoT, achieving a significant 33% reduction. This performance
advantage is maintained as the network grows. For the largest
tested network of 250 nodes, TCA requires only 12 time
units for convergence versus 16 for Tm-IIoT, still providing
a notable 25% reduction. This confirms that TCA’s benefits in
accelerating trust convergence are preserved even in large-scale
IIoT deployments, highlighting its practical applicability.

IV. CONCLUSION AND FUTURE RESEARCH

This paper has presented a novel ML-enhanced trust man-
agement framework for IIoT environments that effectively ad-
dresses the challenges of varying network conditions in indus-
trial settings. Our TCA approach achieves up to 28.6% faster
trust convergence under challenging network conditions while
maintaining robust accuracy in detecting malicious nodes.
Experimental results demonstrate the framework’s resilience
against bad-mouthing attacks and excellent scalability across
networks of varying sizes, confirming its practical applicability
in diverse industrial deployments. While our implementation
utilizes IEEE 802.11ax as the foundational standard, the
framework’s inherent adaptability enables its application across
diverse network architectures, including emerging cellular in-
frastructures. The modular design facilitates deployment as
a network layer overlay in IIoT systems, interfacing effec-
tively with standard industrial communication protocols. Future
research will focus on real-world testbed validation using
standards-compliant APs as CLs and ESP32-C6 devices as
MNs, enhancing threat detection capabilities for sophisticated
attack scenarios, and extending support to emerging industrial

connectivity paradigms including deterministic networking ap-
proaches.
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